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In the case of Yiiksel Yal¢inkaya v. Tiirkiye,
The European Court of Human Rights, sitting as a Grand Chamber
composed of:
Siofra O’Leary,
Georges Ravarani,
Gabriele Kucsko-Stadlmayer,
Pere Pastor Vilanova,
Arnfinn Bardsen,
Carlo Ranzoni,
Georgios A. Serghides,
Lado Chanturia,
Ivana Jeli¢,
Gilberto Felici,
Saadet Yiiksel,
Lorraine Schembri Orland,
Mattias Guyomar,
Frédéric Krenc,
Diana Sarcu,
Katefina Simackova,
Davor Derenc¢inovi¢, judges,
and Abel Campos, Deputy Registrar,
Having deliberated in private on 18 January and 28 June 2023,
Delivers the following judgment, which was adopted on the latter date:

INTRODUCTION

1. The case concerns the applicant’s conviction for membership of an
armed terrorist organisation described by the Turkish authorities as the
“Fetullahist Terror Organisation/Parallel State Structure” (Fetullah¢t Teror
Orgiitii / Paralel Devlet Yapilanmasi, hereinafter referred to as “the
FETO/PDY”), considered by the authorities to be behind the coup attempt
that took place in Tiirkiye on 15 July 2016. The conviction was based
decisively on the applicant’s use of an encrypted messaging application by
the name of “ByLock”, which the domestic courts held was designed for the
exclusive use of the members of the FETO/PDY. Other evidence used against
the applicant included his use of an account at Bank Asya, and his
membership of a trade union and an association that were considered to be
affiliated with the FETO/PDY. The applicant complained that his trial and
conviction entailed a violation of Articles 6, 7, 8 and 11 of the Convention.

PROCEDURE

2. The case originated in an application (no. 15669/20) against the
Republic of Tiirkiye lodged with the Court under Article 34 of the Convention
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for the Protection of Human Rights and Fundamental Freedoms (“the
Convention”) by a Turkish national, Mr Yiiksel Yal¢inkaya (“the applicant”),
on 17 March 2020.

3. The applicant was represented by Mr J. Vande Lanotte and
Mr J. Heymans, lawyers practising in Mariakerke, Belgium, Mr O. Akinci, a
lawyer practising in Kayseri, Tiirkiye, and Mr M. Oncii, who was given leave
by the President of the Grand Chamber to represent the applicant in the
proceedings before the Court (Rule 36 § 4 (a) in fine of the Rules of Court).
The Turkish Government (“the Government”) were represented by their
Co-Agent, Mr H. A. Agikgiil, Head of the Department of Human Rights of
the Ministry of Justice of the Republic of Tiirkiye.

4. The application was allocated to the Second Section of the Court
(Rule 52 § 1 of the Rules of Court). On 19 February 2021 the Government
were given notice of the applicant’s complaints under Article 6 §§ 1 and 3
(concerning the collection, admission and assessment of the evidence against
him, the independence and impartiality of the tribunals that tried him, and the
right to effective legal assistance) and Articles 7, 8 (concerning the collection
and use of the ByLock and Internet traffic data in his regard) and 11 of the
Convention. The remainder of the application was declared inadmissible
pursuant to Rule 54 § 3 of the Rules of Court.

5. The President of the Section granted leave to intervene in the
proceedings to the International Commission of Jurists, which submitted
written comments (Article 36 § 2 of the Convention and Rule 44 § 3).

6. On 3 May 2022 a Chamber of the Second Section decided to relinquish
jurisdiction in favour of the Grand Chamber (Article 30 of the Convention
and Rule 72).

7. The composition of the Grand Chamber was decided in accordance
with the provisions of Article 26 §§ 4 and 5 of the Convention and Rule 24.

8. The applicant and the Government each filed further written
observations on the admissibility and merits of the application (Rules 71
and 59 § 1).

9. A hearing took place in public in the Human Rights Building,
Strasbourg, on 18 January 2023.

There appeared before the Court:

(a) for the Government

Mr H.A. ACIKGUL, Co-Agent,
Mr S.TALMON,
Mr C.STAKER, Counsel,

Ms B. BAYRAK SENOCAK,

Mr 1. YUSUFOGLU,

Mr K. ERSINTANIK,

Mr F.YILMAZ, Advisers;
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(b) for the applicant
Mr J. HEYMANS,
Mr J. VANDE LANOTTE, Counsel,
Mr M. ONCU, Adviser.

The Court heard addresses by Mr Agikgiil, Mr Talmon and Mr Staker for
the Government, and Mr Heymans and Mr Vande Lanotte for the applicant,
as well as their replies to questions put by the judges.

THE FACTS
I. BACKGROUND AND CONTEXT OF THE CASE

A. Coup d’état attempt of 15 July 2016 and the declaration of a state of
emergency

10. During the night of 15 to 16 July 2016 a group of members of the
Turkish armed forces (also referred to as “the TAF”) calling themselves the
“Peace at Home Council” attempted to carry out a military coup aimed at
overthrowing the democratically elected Parliament, Government and
President of Tiirkiye.

11. During the attempted coup, more than 8,000 military personnel under
the instigators’ control bombarded several strategic State buildings, including
the Parliament building and the presidential compound, attacked the hotel
where the President was staying and the convoy in which the Prime Minister
was travelling, held the Chief of General Staff hostage, attacked and occupied
a number of public institutions, occupied television studios, blocked the
bridges over the Bosphorus and the airports in Istanbul with tanks and
armoured vehicles, and fired on demonstrators who had taken to the streets to
oppose the coup attempt. According to the figures provided by the
Government, more than 250 people, including civilians, were killed on the
night in question and more than 2,000 people were injured. The Government
also indicated that in the course of the coup attempt, some 70 military aircraft,
including F-16 fighter jets and helicopters, 3 ships, 246 armoured vehicles
and approximately 4,000 light arms were used.

12. The day after the attempted military coup, the national authorities
blamed the network linked to Fetullah Giilen (hereinafter referred to as
“F. Giilen”), a Turkish citizen living in Pennsylvania (United States of
America) and considered to be the leader of the FETO/PDY. The authorities
attributed responsibility for the coup attempt to members of the FETO/PDY
who had infiltrated the Turkish armed forces.

13. On 16 July 2016 the Bureau for Crimes against the Constitutional
Order at the Ankara Chief Public Prosecutor’s Office initiated a criminal
investigation into the attempted coup. Acting within the framework of that
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investigation, the regional prosecutors’ offices launched criminal
investigations against those suspected of being involved in the coup attempt,
as well as against others suspected of having links to the FETO/PDY.

14. On 20 July 2016 the Government declared a state of emergency for a
period of ninety days as from 21 July 2016, which was subsequently
prolonged on seven occasions, each time for further ninety-day periods.

15. On 21 July 2016 the Turkish authorities gave notice to the Secretary
General of the Council of Europe of a derogation from the Convention under
Article 15 (for the contents of the notice, see paragraph 205 below).

16. During the state of emergency, the Council of Ministers passed
several legislative decrees. On the basis of one of these decrees, namely
Legislative Decree no. 672, promulgated on 1 September 2016, some
50,875 civil servants were dismissed from their duties, as they were
considered to belong to, be affiliated with or linked to terrorist organisations
or other organisations, structures, or groups which had been deemed by the
National Security Council to be engaging in activities detrimental to national
security. Among those dismissed were 28,163 civil servants, mostly teachers,
from the Ministry of National Education (for further information on the
relevant legislative decree, see Kéksal v. Turkey (dec.), no. 70478/16, § 7,
6 June 2017). Similarly, on the basis of Legislative Decree no. 667, which
came into force on 23 July 2016, 104 foundations, 1,125 associations and
19 trade unions were shut down as they were considered as belonging,
affiliated, or otherwise linked to the FETO/PDY.

17. On 18 July 2018 the state of emergency was lifted.

B. Measures taken against the FETO/PDY prior to the coup attempt

18. It appears from the domestic court judgments submitted by the parties
that although the FETO/PDY, which was formerly known as the “Giilen
movement” or the “Giilen community” (cemaat) internationally, was largely
perceived as a religious group since its inception in the 1960s, its motivations
and modus operandi had nevertheless been the subject of suspicion and public
debate for many years (see the findings of the Turkish Constitutional Court
in the case of Ferhat Kara, no. 2018/15231, noted in paragraph 172 below;
see also paragraph 20 of the Memorandum by the Council of Europe
Commissioner for Human Rights, set out at paragraph 198 below). In this
connection, the leader of the movement, F. Giilen, was charged in 1999 with
founding and leading a terrorist organisation on account of the activities of
the “Giilen movement”. Those proceedings ended in his acquittal by a final
judgment, dated 24 June 2008, of the plenary criminal divisions of the Court
of Cassation (see paragraphs 189-193 below for further details about those
proceedings; see also Akgiin v. Turkey, no. 19699/18, § 124, 20 July 2021).

19. As can be seen from the relevant domestic court judgments, the debate
and controversy surrounding the FETO/PDY intensified after 2013,

10
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particularly following the so-called “17-25 December investigations” and the
“MIT trucks” incident, which reinforced misgivings about the motivations of
the FETO/PDY and triggered numerous investigations of the suspected
members of that movement on terrorism-related charges (for further details
on these incidents, see paragraphs 15 and 16 of the Constitutional Court’s
Ferhat Kara judgment, set out at paragraph 172 below; see also Sabuncu and
Others v. Turkey, no. 23199/17, § 23, 10 November 2020; Murat Aksoy
v. Turkey, no. 80/17, § 12, 13 April 2021; and Yasin Ozdemir v. Turkey,
no. 14606/18, §§ 14 and 29, 7 December 2021).

20. At the same time, the State security services also considered that the
FETO/PDY represented a threat to national security. The press statements
issued following the regular bi-monthly meetings of the National Security
Council, which is a consultative coordination body that provides policy
advice on national security matters, reveal that as from early 2014, that body
had raised the alarm about the FETO/PDY, with increasing intensity, as
evidenced by the gradual change in the description of the organisation in the
statements, from a “structure threatening public peace and security” in
February 2014 to a “terrorist organisation” in May 2016 (see
paragraphs 108-113 below for further details about the relevant statements;
see also Akgiin, cited above, §§ 39 and 40).

21. The information available in the case file further indicates that in
parallel to these developments, the National Intelligence Agency of Tiirkiye
(Milli Istihbarat Teskilati, hereinafter referred to as “the MiT”) also engaged
in intelligence-gathering activities in relation to the FETO/PDY prior to the
coup attempt. In this respect, in early 2016 the MIT accessed the main server
of the encrypted messaging application “ByLock”, located in Lithuania, to
gather information on the illegal activities of the FETO/PDY, apparently
based on intelligence that this application was being used exclusively by the
members of that organisation for internal communication. According to the
information provided by the Government, as of May 2016 the data obtained
by the MIT from the ByLock server, including the Internet Protocol (“IP”)
addresses of the persons who had connected to that server, were shared with
the “relevant institutions”, including the General Directorate of Security. On
24 October 2016 the MIT further shared with these “relevant institutions” an
analytical report on the technical and organisational features of the ByLock
application (hereinafter referred to as “the MIT technical analysis report”, see
paragraphs 114-116 below).

22. Subsequently, in December 2016, the MIT delivered the raw ByLock
data in its possession to the Ankara Chief Public Prosecutor’s Office. Upon
the request of the latter, on 9 December 2016 the Ankara Fourth Magistrate’s
Court ordered the examination of that raw data pursuant to Article 134 of the
Code of Criminal Procedure (“the CCP”) (see paragraph 142 below). In
particular, it ordered the making of copies of the material handed over by the
MIT and the transcription of its contents. In the meantime, thousands of

11
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investigations were commenced on the basis of the data disclosed by the MIT,
with suspected users of the ByLock application being charged with
membership of the FETO/PDY (for further information regarding the
timeline of these developments, the technical reports prepared on ByLock by
the national authorities and experts, as well as the ensuing investigative
measures, see paragraphs 114-130 below, and the Constitutional Court’s
Ferhat Kara judgment noted at paragraphs 174 and 175 below).

II. CIRCUMSTANCES OF THE CASE

23. The applicant was born in 1966. On the date of lodging his
application, he was serving a prison sentence in Kayseri.

A. The applicant’s arrest and placement in pre-trial detention

24. On 22 July 2016 the applicant, who was a teacher at a public school
in Kayseri, was suspended from the civil service. On 27 July 2016 he was
dismissed from service by Legislative Decree no. 672, on account of his
suspected affiliation with the FETO/PDY (see paragraph 16 above).

25. On 29 July 2016 the Kayseri Public Prosecutor’s Office requested the
Kayseri Security Directorate to inquire into whether the teachers dismissed
from service in Kayseri, including the applicant, were among the members or
executives of the FETO/PDY or whether they had links to that organisation;
to investigate their social media accounts for any criminal content; to take
any witness statements regarding these individuals; and to identify their
address and contact details.

26. According to a record drawn up by the Kayseri Security Directorate
on 18 August 2016, an anonymous call was placed to the police emergency
line earlier on that same date, which reported the applicant, along with
another person residing in Kayseri, as being members of the FETO/PDY.

27. On 5 September 2016 the Kayseri Security Directorate submitted its
inquiry report to the Kayseri Public Prosecutor’s Office concerning
147 teachers who had been dismissed from civil service in Kayseri. The
report stated, in relation to the applicant, that he was identified as a user of
ByLock (see paragraph 80 below for further information on the applicant’s
connection to ByLock). The report included no further information on the
ByLock application, nor on how the applicant’s use of that application had
been established. It also indicated that the applicant was a member of the trade
union “Aktif Egitimciler Sendikas1”, also known as “Aktif Egitim-Sen”, and
the association “Kayseri Voluntary Educators Association” (Kayseri Goniillii
Egitimciler Dernegi), which were deemed to carry out activities “in line with
PDY”. In the concluding part of the report, it was assessed that the suspects
in question were members of the FETO/PDY, as they engaged in private
encrypted communication with each other via ByLock, were in contact with

12
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other members of the organisation, and some of them had accounts at Bank
Asya, which supported the FETO/PDY. Accordingly, the Kayseri Security
Directorate requested a search and seizure warrant in respect of the persons
concerned, as well as warrants for their arrest and investigation.

28. On the same day, the Kayseri Public Prosecutor’s Office lodged a
request with the Kayseri Magistrate’s Court for the search and seizure of
digital evidence at the address and on the persons of the 147 individuals
concerned, including the applicant, the search of their digital materials, such
as computers, mobile phones and memory cards, and the temporary seizure
of the digital materials for the purpose of their transcription and analysis.

29. The Kayseri Magistrate’s Court granted the public prosecutor’s
requests on the same day, following which the latter instructed the police to
perform the necessary procedures and arrest the suspects.

30. Accordingly, on 6 September 2016 the police conducted a search at
the applicant’s home. During the search the police seized, amongst other
material, one mobile phone (IMEI! number: 351912067995747) together
with its SIM card (with a specified telephone number). No elements of crime
were found on the applicant’s person or in his car. The applicant was placed
under arrest at the end of the search and taken into police custody on suspicion
of membership of the FETO/PDY.

31. On 8 September 2016 the applicant was interrogated by the police in
the presence of his lawyer. In his statement, the applicant indicated that he
had been using the same phone number for the past ten years. He denied
having had any connection to associations, unions or institutions affiliated
with the FETO/PDY, or having made any donations to such bodies. He stated
that while he had joined a trade union named Aktif Egitim-Sen, he had ended
his membership in June 2016. When asked whether he had deposited any
money with Bank Asya upon F. Giilen’s call following its takeover by the
Savings Deposit Insurance Fund (“TMSF”’) on 4 February 2014, the applicant
claimed that he was not aware of any such call and therefore had not deposited
any money with that bank in such circumstances. He explained, however, that
when assigned to a school project conducted jointly with the Ministry of
Education in 2014, he had been asked to open an account at Bank Asya in
order to receive his remuneration, which was the extent of his involvement
with that bank. Upon being informed by the police that he had been identified
as a user of the ByLock application, the applicant stated that he had never
heard of that application and had never used it. Lastly, as regards the
anonymous call made in his respect, the applicant maintained that the
accusations made against him were baseless and that he was not a member of
the FETO/PDY.

1. “IMEI” stands for “International Mobile Equipment Identity”, which is a unique number
that is used to identify a mobile phone.
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32. On 9 September 2016 the Kayseri Security Directorate sent a report
to the Kayseri Public Prosecutor’s Office, indicating the name of sixty-seven
individuals, including the applicant, who had been identified as using the
encrypted communication application ByLock. It was specified in the report
that the information regarding the use of ByLock had been obtained
“following coordination with other institutions”.

33. On the same date, the applicant was questioned by the Kayseri
Magistrate’s Court in the presence of his lawyer. After reiterating the
statements that he had previously made before the security directorate, the
applicant asserted that he had not joined any associations or other bodies with
the knowledge of their link to the FETO/PDY. At the close of the questioning,
the Kayseri Magistrate’s Court ordered the applicant’s pre-trial detention
having regard, inter alia, to the concrete pieces of evidence pointing to the
existence of a strong suspicion that he had committed the offence of
membership of an armed terrorist organisation.

B. Other reports included in the investigation file

34. On 12 October 2016 the Kayseri Security Directorate submitted a
report to the Kayseri Public Prosecutor’s Office concerning the
147 Kayseri-based teachers, including the applicant, who had been arrested
on account of their alleged use of ByLock (hereinafter referred to as “the
police ByLock report”). The report indicated the telephone (or the IP) number
on which the application was used and the ByLock user-ID, together with a
colour code assigned to each user (blue, orange or red). The information
regarding the applicant indicated that he had connected to the ByLock
application from the specified telephone number, that his ByLock user-ID
was 408783, and that he was classified as an “orange” user. There was no
explanation in the report as to how the data regarding the use of ByLock had
been obtained, nor as to what the colour codes signified.

35. Following the Kayseri public prosecutor’s request on 25 October
2016, on 16 November 2016 Bank Asya provided the prosecutor’s office with
the bank account details of a number of suspects, including the applicant.
According to the information provided, two accounts were identified at Bank
Asya in the applicant’s name. While there had been no activity in relation to
one of them, a deposit in the amount of 3,110.16 Turkish liras (TRY)
(equivalent to approximately 1,020 euros (EUR) at the time) had been made
to the other on 28 February 2014 — that is, after the alleged call by F. Giilen
to support that bank (see paragraph 31 above). That money had been
subsequently withdrawn, and a new deposit of TRY 1,520.50 (equivalent to
approximately EUR 540 at the time) made on 12 December 2014. It was not
indicated by whom the deposits had been made.

36. On an unspecified date, the Kayseri Public Prosecutor’s Office
transmitted a list of suspects, which included the applicant, to the Provincial
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Directorate of Associations at the Kayseri Governor’s office and requested
information as to whether any of those persons had been members of
associations or trade unions shut down by Legislative Decree no. 667 due to
their affiliation with the FETO/PDY (see paragraph 16 above). On
1 December 2016 the Provincial Directorate replied that the applicant had
been a member of the Kayseri Voluntary Educators Association and the
Aktif Egitim-Sen trade union, both of which had been shut down by
Legislative Decree no. 667.

C. The applicant’s prosecution

37. On 6 January 2017 the Kayseri public prosecutor filed a bill of
indictment against the applicant with the Kayseri Assize Court, along with
eight other persons, accusing them of membership of the armed terrorist
organisation FETO/PDY under Article 314 § 2 of the Criminal Code. The bill
of indictment was divided into three parts: the first part provided “general
information” on the FETO/PDY; the second part examined the acts of the
FETO/PDY in the terrorism context; and the third part dealt with the specific
evidence against the suspects.

1. First part of the bill of indictment
(a) Founding of the FETO/PDY

38. According to the information provided in the first part of the bill of
indictment, the foundations of the organisation had been laid in 1966 by
F. Giilen, who was serving as an imam and preacher (vaiz) at the time. At its
inception, the organisation concentrated its activities on young students,
whom it reached via F. Giilen’s talks recorded on cassettes or through
“conversation meetings” (sohbet). By adapting himself to the socio-political
conditions of the day, exploiting religious sentiments and maintaining his
autonomy from political parties, F. Giilen was able to increase his effect in
the “triangle of religion, politics and money”, and to thus expand his
organisation and his influence in religious circles. During this first phase of
its existence preceding the coup d’état of 12 September 1980, the
organisation focused on increasing its support base — particularly through the
“houses of light” (z51k evieri) allocated to students, which were referred to in
the bill of indictment as the “cell houses” of the organisation, and private
tutoring centres (dershane) that targeted students — and infiltrating public
institutions.

39. In the next phase, which followed the coup d’état of 1980, the
organisation completed its mission of “staffing” public institutions, and
prioritised its educational goals, while carrying on with other activities in
secret. Targeting bright students and educating them formed a fundamental
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part of the organisation’s long-term project, as it was these students who were
subsequently placed in important public institutions by the organisation.

40. In this second phase, the organisation replaced its ideology of
“national, local Islam” with what the bill of indictment termed an “ératist
discourse”. From an economic perspective, the organisation also started
operating in this phase like a holding company that connected companies;
accordingly, it founded a bank and commenced activities in the health,
finance, transport and media sectors, in addition to its presence in the area of
education. This second phase also marked the period when the FETO/PDY
expanded abroad.

41. According to the bill of indictment, the third phase of FETO/PDY
leading to terrorism started after the incident of the so called “post-modern
coup d’état” of 28 February 1997 (for some further insight into this incident,
see Dilipak and Karakaya v. Turkey, nos. 7942/05 and 24838/05, §§ 6 and 54,
4 March 2014). In this phase, F.Gilen fled from Tirkiye, and the
organisation changed its rhetoric and adopted more universal expressions,
entailing references to concepts such as “dialogue between religions” and
“human rights”. It was noted that by this phase the organisation had become
active in 160 countries and had also brought all public institutions in Tiirkiye
under its influence. Particularly after the constitutional changes adopted on
12 September 2010, the organisation began to perceive itself as the only de
facto ruler of the State, which perception continued until 17 December 2013
(see paragraph 19 above in relation to the so-called “17-25 December
investigations”).

(b) Terminology, objectives and operation of the FETO/PDY

42. In this first part of the bill of indictment, the prosecutor’s office also
provided a description of the special terminology used by the organisation
and its structure. It explained, in particular, the “cell-type organisation” of the
FETO/PDY within public institutions, which consisted of a maximum of five
persons, subordinated to their hierarchical superior, named the “brother”
(orgiit abisi). This method of organisation was inspired by Hezbollah. The
cells, which were the smallest organisational units within the FETO/PDY,
were not aware of one another, so that if one cell was exposed, the others
could continue their activities.

43. As for the organisation’s objectives, the statements of persons who
were formerly active in the FETO/PDY had revealed that the main goal was
to take control of the constitutional bodies of the State through the use of its
people and the financial power that it had accumulated by exploiting the
religious feelings present in society. In order to infiltrate the public
institutions and achieve this goal, the organisation had also resorted to
clandestine acts, such as stealing university or civil-service entry exam
questions, or arranging the dismissal of non-members from the civil service
by fabricating evidence against them.
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44. In arguing why the FETO/PDY should be classified as an
“organisation”, the prosecutor’s office noted factors such as its use of code
names and private telecommunication channels instead of handling its affairs
openly and transparently, its unaccounted finances and the management of its
activities from abroad, its resort to duress, blackmail and illegal methods to
eliminate its opponents, its covert dealings with foreign diplomatic missions,
its perception of the State as an adversary, and its interpretation of religious
values in pursuance of its objectives, adapting this interpretation to the
prevailing circumstances of the day.

45. The prosecutor’s office noted that the hierarchical structure of the
FETO/PDY was based on the system of imams, each of whom was
responsible for their assigned “units” in their respective geographical,
sectoral and institutional fields. Led by F. Giilen as “the universal imam”, the
FETO/PDY had organised and spread at the grassroots level through
continental, country, regional, provincial, district, trades, neighbourhood, and
house imams. The organisation also designated imams in the public sector,
such as ministries, local authorities and universities, and the private sector.
Due to the sensitive nature of their assignments, the imams operating in the
civil service, law enforcement, army, judiciary and the MIT took more
precautions to preserve their secrecy compared to other members of the
organisation, including as regards their means of communication.

46. At the outermost layer of the organisation were its “sympathisers”
who, while not properly part of the organisation, were essential to its function
as its legitimacy depended on a large number of sympathisers.

47. The prosecutor’s office further observed that having recognised early
on the difficulties that waging an open fight against the State would involve,
F. Giilen’s aim was to reach his goals not by destroying the system, but by
conquering all governmental structures from within. It had long been known
to the public that the FETO/PDY was active in the police force, as well as in
other public bodies, which had been instrumental in conducting its operations
and furthering its goals.

(c) Communication methods used by the FETO/PDY and the ByLock
application

48. The prosecutor’s office indicated that the most important means of
communication for the organisation was via “GSM lines”. As a rule, these
lines would be registered under the name of a third person or a
FETO/PDY-controlled entity, which meant that the subscription information
would not disclose the real user. A new GSM line would be obtained
approximately every three months, and the mobile device would be replaced
along with the GSM line. According to the public prosecutor’s office, this
arrangement alone was an important indication of the FETO/PDY’s
engagement in illegal activities that they wished to keep hidden.
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49. The members of the organisation avoided using each other’s names in
their communications, and the provincial and district imams generally used
code names.

50. Applications such as Skype, Tango, WhatsApp, Viber, Line and
Kakao Talk were also favoured on account of the possibility of encrypted
communication that they provided at low cost. However, members in critical
positions eventually abandoned those applications in favour of ByLock,
which had allegedly been developed upon the instruction of F. Gtilen for the
exclusive use of the members of the FETO/PDY. The bill of indictment did
not provide much further information on the characteristics of ByLock,
except for explaining that it was an encrypted messaging application with an
automatic message deletion feature. It also stated that the ByLock application
could not be downloaded from the Internet, as it required a special installation
file which could only be obtained from another member, which also showed
that the application could only be accessed by the members of the
organisation.

2. Second part of the bill of indictment

51. The second part of the bill of indictment was devoted to a discussion
of the meaning of terrorism under Turkish law and why the FETO/PDY had
to be characterised as a terrorist organisation. After setting out the domestic
legislative provisions governing the notions of “organisation” and
“terrorism” (see paragraphs 146-149 below), the public prosecutor’s office
noted that three elements had to be present for a structure to be characterised
as a “terrorist organisation”, namely (i) an ideology or aim as set out in
section 1 of the Prevention of Terrorism Act (Law no. 3713); (i1) an organised
structure as per Article 220 of the Criminal Code, and (iii) resort to force and
violence in order to reach its aims.

52. In the light of the foregoing explanations, the public prosecutor’s
office made the following observations as regards the FETO/PDY:

“The Fetullahist Terror Organisation;

1) Harboured the aim of overthrowing the Government of the Republic of Tiirkiye
by force, violence and other illegal methods or of preventing it wholly or partly from
discharging its duties; of suppressing, weakening and redirecting State authority;
[presenting itself] as an alternative authority; and eventually seizing State authority,

2) Had a continuous, covert and hierarchical structure involving persons who served
for the same purpose but who would never otherwise act together in the normal course
of life, including:

- public officials and civil servants who were authorised by law to use arms [and]
force and to enforce [the law], and who operated in an occupational hierarchy,

3) Was organised in a cell-type structure [with cells] independent from one another,

18



YUKSEL YALCINKAYA v. TURKIYE JUDGMENT

4) Individuals were assigned organisational responsibilities in accordance with the
[identified] areas of activity, division of labour and responsibilities,

6) Secret organisational meetings would be regularly held in pre-designated houses
in order to ensure the continuity of organisational activities and commitment to the
leader,

8) Members of the organisation reported to [their hierarchy] in relation to
organisational activities, and prepared documents/reports analysing the organisational
areas of activity,

9) Secrecy was given particular importance in organisational activities and special
coding procedures were used in communications, meetings, reporting, and in the
preparation, storage and archiving of documents,

10) Owing to the qualified human resources that they had cultivated in their private
tutoring centres and schools, and to the cautious and hypocritical policies that they had
adopted, since the 1980s [they] found the opportunity to place their own staff in
strategic bodies of the State and gradually took over/attempted to take over the decision-
making and execution mechanisms in their employing bodies,

11) The public officers operating within the organisation utilised their office [and]
the authority, tools, materials and personnel of [their office] in line with the
organisation’s aims,

12) They manipulated public opinion on political, legal, economic and current affairs
in line with the organisation’s aims through the [medium of the] books written by
certain individuals acting within the organisation, or via the visual, print, and social
media, [through] television series and films, and articles, declarations, commentaries,
etc. published on the Internet;

By means of this method;

- they created/attempted to create public distrust and polarisation [resulting in] the
disruption of public order [with the aim of] weakening the State’s authority and, in this
manner, garnered public support for all illegal interference in the politically elected
government of the Republic of Tiirkiye by the members of the organisation,

- they also aimed to take under their control the judicial authorities [by
instrumentalising] the pressure exerted by the public [thus] manipulated,

- they produced publications and broadcasts that aimed to disrupt our country’s
political and economic stability and to tarnish the reputation of our country in the
international arena by creating the image of a State supporting terrorism ...,

- they violated the secrecy of State activities by publishing, via the Internet or media
corporations, confidential documents exchanged between public institutions and [thus]
attempted to hinder [such] activities,
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13) It was stated in the judgment of the Erzincan Assize Court dated 16.06.2016 ...
that ‘having regard to the methods it adopted, it was considered that the characterisation
of the FETO/PDY as an armed terrorist organisation was imperative’,

19) Private and sensitive information/data [or] video [or] audio recordings pertaining
to the political, philosophical or religious opinions, racial origins, moral dispositions,
sexual lives, communication details (e-mail, telephone), [and the] state of health of
members of the judiciary, academics, staff of the [armed forces], staff of the [law
enforcement agencies], high level public officials, bureaucrats, journalists, etc. ... would
be obtained illicitly and used for the purpose of blackmail in the pursuance of the
organisation’s goals,

In this framework;

It is assessed that ... the FETO/PDY is an organisation displaying the attributes of a
terrorist organisation ... as set out in sections 1 and 7 of the Prevention of Terrorism
Act.

[1t is further assessed that] [T]his organisation had to use force and violence in order
to achieve the above-listed aims, and that one of the most significant elements pointing
to the existence of force and violence was the coup d’état attempt perpetrated by the
FETO/PDY on 15.07.2016 ...”

3. Third part of the bill of indictment

53. In the third part of the bill of indictment, the public prosecutor’s office
set out the evidence against the applicant. It noted, accordingly, that;

(1) the applicant had used the ByLock application, which was used by the
members of FETO/PDY for their internal organisational communication, on
the specified mobile phone number registered in his name, and that the
intensity of his use was at the “orange” level;

(i1) the applicant had an account at Bank Asya, and that his account
balance was TRY 0 on 31 December 2013 and 31 January 2014,
TRY 3,110.16 on 28 February 2014, TRY 2,953.68 on 31 March 2014,
TRY 2,894.84 on 30 April 2014, TRY 0 between 31 May and 30 November
2014, TRY 1,520.50 on 31 December 2014, TRY 843.71 on 31 March 2015,
TRY 573.77 on 30 June 2015, and TRY 7 between 31 December 2015 and
15 November 2016;

(ii1) the applicant was a member of the trade union Aktif Egitim-Sen and
the association Kayseri Voluntary Educators Association, both of which had
been declared in Legislative Decree no. 667 as belonging, affiliated, or linked
to the FETO/PDY;

(iv) the applicant had been dismissed from public service by
Legislative Decree no. 672; and

(v) information had been received from an anonymous caller that the
applicant was a member of the FETO/PDY.
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Having regard to the continuity, variety and intensity of these acts and
activities, the public prosecutor’s office found it established that the offence
of membership of an armed organisation set out in Article 314 of the Criminal
Code was made out in the applicant’s case.

D. Criminal proceedings against the applicant

1. Proceedings before the Kayseri Assize Court

54. On 20 January 2017 the Kayseri Assize Court issued a preliminary
report (tensip zaptr), where it accepted the bill of indictment filed against the
applicant and set the date of the first hearing for 21 March 2017. It also
requested the Anti-Smuggling and Organised Crime Department (“the
KOM?”) of the Security Directorate, as well as its Kayseri branch, to provide
information as to whether the applicant had used the ByLock application, and
if so, the GSM line and the IMEI number of the telephone on which it had
been used, the persons who had been contacted, the date of download and
first use, the frequency of use and, if identified, the content of the exchanges
made over the application.

55. On 9 February 2017 the KOM sent the Kayseri Assize Court a
one-page report containing a table on which the applicant’s name, identity
number, GSM number and telephone IMEI number (35368406164487) were
indicated (hereinafter referred to as “the KOM ByLock report™). It was also
noted on the table that the “identification date” was “3 October 2015”.
According to the explanation provided by the Government, this referred to
the date of the applicant’s first connection to ByLock. The table was not
accompanied by any explanation as to the source of the information provided.

(a) Hearing held on 21 March 2017

56. On 21 March 2017 the first hearing was held before the Kayseri
Assize Court.

57. At the start of the hearing, the assize court admitted in evidence the
ByLock report submitted by the KOM and noted that the report on the digital
materials seized at the time of the search conducted on 6 September 2016 had
not yet been submitted. After reading out the bill of indictment, the assize
court invited the applicant to make his defence statements. The applicant
stated, inter alia, that while he was the user of the GSM line indicated, he had
never used ByLock, and pointed out that there was no information in the bill
of indictment as to his alleged communication “content and [other] issues”.
As regards his bank account at Bank Asya, the applicant reiterated that he had
opened that account in relation to his assignment to a project conducted by
his school, and that he had no other connection to that bank. As for his
membership of the Aktif Egitim-Sen trade union, the applicant claimed that
he had joined it in 2014, following the announcement of certain incentives by
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the Government for trade union membership, but then had quit on
17 June 2016 and had not engaged in any illegal activities during his
membership. He had also joined the Kayseri Voluntary Educators
Association out of his interest in their activities, which offered various
educational and cultural courses, and for the purpose of socialising. He had
sought to leave that association in June 2016 as well, but was informed that
it was in the process of liquidation, and it was subsequently closed down. The
applicant lastly stated that he did not know about or understand the
anonymous tip-off received regarding him, and that he did not accept it.

58. The applicant’s lawyer added that there were no concrete data in the
case file to establish that the structure in question was a terrorist organisation.
According to the lawyer, it transpired from the statements of the President
and the Prime Minister regarding this “structure” that its terrorist aims, as
well as its aspirations to take over the State and any other illegal aims that it
harboured, had been unknown to the State authorities; the applicant could not
therefore have been expected to have knowledge of those matters.
Accordingly, the material and mental elements of the crime had not
materialised. He further claimed that the data regarding ByLock could not
constitute “evidence” under the CCP, because (i) they were unlawful, in view
of the method of their seizure, (ii) it was unclear how the raw data had been
incorporated into the case file from a technical point of view, (ii1) they were
technically inadequate, and (iv) they could not be inspected. To the extent
that the accusations brought against the applicant concerned his membership
of a trade union and an association, the applicant’s lawyer indicated that both
had been established in accordance with the law and no illegal activities had
been attributed to them.

59. The applicant’s lawyer further requested the extension of the
investigation so as to inquire about, inter alia, whether the said terrorist
organisation had committed any crimes against the Turkish State, its
institutions and its citizens, and how the ByLock data had been obtained and
deciphered technically. The lawyer also requested that any specific ByLock
data belonging to the applicant be included in the case file.

60. The Kayseri Assize Court dismissed the lawyer’s request for the
extension of the investigation, having regard to the evidence already available
in the case file, including the various reports confirming the applicant’s use
of ByLock, and to the designation of the FETO/PDY as a terrorist
organisation in a final judgment delivered by the Samsun Regional Court of
Appeal on 7 March 2017.

61. Subsequently, the public prosecutor presented his submissions on the
merits (esas hakkinda miitalaa) and sought the applicant’s conviction of the
offence with which he was charged. Reiterating the arguments made in the
bill of indictment, the public prosecutor claimed that in a bid to conceal its
true aims, the FETO/PDY had made an effort to portray itself as a religious
community (dini cemaat) or civil society movement, and had used
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code-names and private communication methods in order to ensure secrecy.
Against this background, and bearing in mind that people from all parts of
society had sympathised with this organisation without being aware of its real
motives and aims, had offered it financial support and had taken part in its
activities, the public prosecutor found it imperative to establish who had truly
been a part of the organisation’s hierarchy and had acted in accordance with
its common purpose. In this connection, having regard to the applicant’s
membership of a trade union and an association that was affiliated with the
FETO/PDY, and noting his intensive use of an encrypted application
employed for organisational communication amongst the FETO/PDY
members, there was no doubt that the applicant had been a part of the
organisation’s hierarchical structure and a member of that organisation.

62. The applicant and his lawyer repeated their defence submissions in
response to the public prosecutor’s opinion.

(b) Ruling of the Kayseri Assize Court

63. At the end of the hearing held on 21 March 2017, the Kayseri Assize
Court convicted the applicant as charged on the basis of the evidence
indicated in the bill of indictment and sentenced him to six years and three
months’ imprisonment. It also decided to order his release having regard,
inter alia, to the time that he already spent in detention.

64. The judgment was divided into five parts. In the first part titled “the
FETO/PDY Armed Terrorist Organisation”, the court made general remarks
regarding the definition, types and components of a terrorist organisation, and
then proceeded to examine, inter alia, the establishment, objectives,
management and hierarchical structure of the FETO/PDY, as well as its
financial structure and communication methods, largely along the same lines
as the bill of indictment. The assize court stressed that the fact that the State
security institutions infiltrated by the FETO/PDY were armed and were
authorised to use those arms was a very important factor to demonstrate that
the organisation was in fact armed and had a military tendency.

65. The second part of the judgment on the “Structure and Functioning of
the Organisation” provided an overview of the unlawful methods commonly
employed by the organisation in order to achieve its ulterior motives, such as
stealing exam questions for their supporters, fabricating evidence and
depriving people of their liberty based on trumped up charges. Stressing that
maintaining secrecy was the key to the organisation’s functioning, the assize
court quoted some statements by F. Giilen allegedly instructing his followers
to act discreetly and keep a low profile until they reached “all power centres”,
which showed that the organisation had infiltrated all public institutions as a
strategic means of seizing control over the constitutional order (see
paragraph 162 below for some of these instructions, as noted in the judgment
of the Court of Cassation dated 26 September 2017). The assize court further
noted that the veil of secrecy had been lifted with the “bureaucratic coup
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attempt” of 17-25 December 2013 (see paragraph 19 above and the references
therein), which had been performed to “redesign the government and
politics”. The assize court held that in view of its consequences, the
17-25 December events should be considered as a milestone for the
recognition, at both the State and the public level, that the FETO/PDY was
not an aid organisation or a “service” movement but a terrorist organisation.

66. The third part of the judgment was devoted to an examination of the
ByLock application. The court indicated that the application had been
subjected to technical studies, including “reverse engineering, crypto
analysis, web behaviour analysis and server response codes”, without
providing further information as to who had carried out those analyses. It then
provided a summary of the assessments made in the MIT technical analysis
report (see paragraphs 114-116 below), without, however, referring expressly
to that report, and concluded that under the guise of a global application,
ByLock had been offered for the exclusive use of the members of the
FETO/PDY.

67. In the fourth part of the judgment, the assize court examined the legal
framework governing armed terrorist organisations in Tiirkiye and laid out
the main elements of the offence of membership of an armed terrorist
organisation, referring to the relevant provisions of the Criminal Code and
the Prevention of Terrorism Act (see paragraphs 146-149 below). It noted, in
particular, that membership of an organisation required voluntary submission
and subordination to the organisation’s hierarchical structure, as well as an
“organic link” to the organisation and participation in its activities. The
organic link rendered the person available for commands and determined his
or her hierarchical position and hence was the most important element of
membership. Mere sympathy for the organisation would not constitute an
offence.

68. In the fifth and the final part of the judgment, the assize court assessed
the evidence on which it relied in convicting the applicant. In this connection,
it noted that despite the applicant’s denial, the ByLock report prepared by the
Kayseri Security Directorate during the investigation stage and the report
drawn up subsequently by the KOM at the trial stage had established that the
applicant had used the ByLock application on his GSM line from
3 October 2015 onwards, with a telephone bearing the IMEI
number 35368406164487. It had also been established that the applicant had
been a member of a trade union and an association, both of which had been
shut down on account of their affiliation with the FETO/PDY, and that he had
deposited money with Bank Asya, similarly affiliated with that organisation.
Elaborating on the latter point, the assize court stated that in contrast to the
minimal activity in his Bank Asya account in the previous periods, in
February 2014, upon the organisation’s instructions, the applicant had made
a deposit with the bank of an amount proportionate to his income — that is,
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TRY 3,110 — for the purpose of saving it from the economic hardships it
encountered in the aftermath of the 17-25 December 2013 process.

69. Turning next to the applicant’s allegations regarding the unlawfulness
of the ByLock data on account of the failure to comply with the relevant
provisions of the CCP in their collection, the assize court found that the data
in question had been obtained by the MIT — within the framework of its
powers under Law no. 2937 on Intelligence Services of the State and the
National Intelligence Agency (“the Law on Intelligence Services”)— from
Lithuania, where the ByLock application’s main server was located. Since
the provisions of the CCP were not enforceable in Lithuania, it was not
possible to argue that the data had been collected in an unlawful manner on
account of non-compliance with the CCP in that respect. The court moreover
explained that on 9 December 2016, the Ankara Fourth Magistrate’s Court
had ordered the analysis of the data handed over by the MIT in accordance
with Article 134 of the CCP.

70. The assize court further stated that while membership of an
association or trade union could not in itself constitute evidence of
membership of an armed terrorist organisation, in the applicant’s case
membership of more than one entity affiliated with the FETO/PDY had been
established, in addition to his use of the organisation’s communication tool,
ByLock. Having regard to the aims and the functioning of terrorist
organisations, any facilities ensuring intra-organisational communication and
allowing the flow of information regarding organisational activities “could
not be assessed outside the organisational structure”, for only people who
were part of the organisational hierarchy would be admitted to the
communication network. It therefore found it established that the applicant,
by virtue of his use of the ByLock application and the other evidence in the
case file, had been a part of the hierarchical structure of FETO/PDY.

(c) Applicant’s appeal against his conviction

71. On 3 April 2017 the applicant appealed against the judgment of the
Kayseri Assize Court. In his appeal, the applicant challenged, inter alia, what
he deemed to be the retrospective classification of FETO/PDY as an armed
terrorist organisation. According to the intelligence reports issued by the
MIT, the aim of the FETO/PDY was to seize the State institutions and to
replace the constitutional order. However, in its 50-year history, that
organisation, which the applicant referred to as a “structure”, had not been
associated with any such acts. Referring to the judgment delivered by the
plenary criminal divisions of the Court of Cassation on 24 June 2008 as
regards F. Giilen’s acquittal of terrorism charges (see paragraphs 189-193
below), the applicant argued that the activities carried out by the structure had
been found to be in compliance with the law. It was unclear to him which
concrete acts undertaken after the Court of Cassation’s ruling had given rise
to a contrary finding as regards the organisation’s objectives. While the bill
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of indictment referred to the “17-25 December operation” as an act of terror,
opposition political parties considered the acts carried out on
17-25 December 2013 to be an anti-corruption operation; therefore, its
classification as a terrorist act was a political decision, not a legal one.

72. The applicant further asserted that bearing in mind that membership
of an armed terrorist organisation was a crime of specific intent (dze/ kast), it
was primordial to establish when that organisation had come into existence,
when individuals who were affiliated with the relevant structure — which used
to be highly regarded by the State authorities — solely for religious reasons
had become aware of the terrorist intent and goals harboured by certain
members, and when, and by which means, he had knowingly and willingly
become part of that organisation. Stressing in particular the lawful nature of
the acts attributed to him, the applicant criticised the trial court’s silence on
these matters. In the applicant’s view, the accusation of membership of an
armed terrorist organisation made against him had to be supported by an
investigation by the prosecutor’s office into the organisation’s hierarchical
structure in the province of Kayseri, and his place in that hierarchy.

73. Asregards the evidence concerning his use of the ByLock application,
the applicant claimed that the ByLock data had not been obtained in
accordance with the relevant procedures set out in Articles 134 and 135 of
the CCP; in fact, the circumstances in which the data had been obtained were
unclear. According to the information provided by the MIiT, it had conducted
an intelligence operation to obtain the data from the application’s main server
located in Lithuania; however, the technical details as to how exactly it had
accessed and analysed the data remained unknown. In such circumstances,
there was no possibility to inspect the data and to verify whether they had
been modified; a person who had been added to the ByLock user list had no
way to challenge that. The applicant highlighted here that the three user lists
shared by the MIT with the judicial authorities did not match. In the
applicant’s opinion, the evidence regarding the use of ByLock was unreliable
also from a purely technical point of view, given that it was possible for one
IP address to be allocated to more than one person.

74. The applicant added that according to the MIT technical analysis
report, the ByLock application had been downloaded some 500,000 to
1 million times from open sources, yet there had been no judicial examination
to determine who had downloaded it for organisational purposes and who for
other reasons.

75. To conclude, the applicant argued that the trial court’s judgment had
failed to comply with the rules of procedure and the rule of law, since it had
been given on the basis of an insufficient investigation and without resorting
to the opinions of competent and independent experts, particularly in respect
of the ByLock data, and it had not established the material and mental
elements of the crime at issue.
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2. Proceedings before the Ankara Regional Court of Appeal
(a) Further material obtained at the pre-hearing stage

76. In its preliminary report dated 10 May 2017, the Ankara Regional
Court of Appeal requested the KOM to provide information as to (i) the
characteristics of the ByLock application, its downloading to communication
devices and the means and conditions of its use; (ii) whether it could be
downloaded and used by anyone; (iii) whether the application was
specifically used by members of an organisation for their communications
within the framework of the organisation’s activities and how this had been
established; (iv) the characteristics of the application that distinguished it
from other means of communication; (v)the time period that and the
frequency with which the applicant had used the application; (vi) on which
GSM lines and from which devices (with IMEI numbers) the applicant had
used the application; and (vii) if identified, the content of exchanges over the
application and the identity and telephone contact details of the persons with
whom the exchanges had been made.

77. In the same report, the court of appeal also requested the Information
and Communications Technologies Authority (“the BTK™) to provide
information regarding (i) the base station data, pertaining to both the GSM
line reported to be used by the applicant and the device(s) used with that line,
indicating the dates on which ByLock IP addresses had been accessed in the
period between 3 September 2015 and 15 July 2016; and (ii) the
communication records indicating the incoming and outgoing calls, the
messages sent and received, and the base stations used between
1 January 2015 and 15 July 2016, as well as the IMEI numbers of the
device(s) used.

78. On 3 June 2017 a document issued by the KOM entitled “ByLock
Identification Report” was included in the case file. The document bore the
signature of two KOM officers, without further specifying their rank or
functions. The report indicated that the ByLock database, which had been
handed over by the MIT to the Ankara Chief Public Prosecutor’s Office, had
been transmitted to them by the latter on 16 December 2016 for examination.
The analysis carried out on the ByLock subscriber lists had revealed that the
applicant, who had been noted on the 114,060% line of the 129,862-line
subscriber list, had used the specified GSM number, that the IMEI number
belonging to the device used for connection was 35368406164487, that the
first date of connection that could be identified was 3 October 2015 and that
the examinations conducted so far had not disclosed any content of
communication through messages or emails.

79. On 12 June 2017 the BTK also submitted the communication records
requested from it.

80. Upon the court of appeal’s request, an expert report was subsequently
drawn up by a digital forensics expert on the basis of all the information and
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records available in the case file and was submitted to the appeal court on
29 June 2017. According to this report, the applicant had accessed the
ByLock application through his GSM line with the specified telephone
number and that his ByLock user-ID number was 408783. The examination
of the HTS (“Historical Traffic Search™?) records pertaining to this GSM line
in the period between 1 January 2015 and 16 July 2016, which had been
procured by the BTK, revealed that the line had been used in phones with
three different IMEI numbers, including the device with IMEI
number 35368406164487, on which the ByLock application had been found
to have been used, but which had not been found in the applicant’s home or
on his person at the time of his arrest. Over the relevant period, a total of
13,450 call, SMS and MMS records and 38,166 GPRS? records were detected
on the relevant GSM line, most of which concerned communication with
persons believed to be the applicant’s kin bearing the same surname. The
report further indicated that in the period between 11 August 2014 and
10 January 2015, when the said GSM line was used with the phone with IMEI
number 35368406164487, communication had been established with the IP
number 46.166.164.181 that belonged to ByLock servers on six different
dates for a total of 380 times. This expert report was served on the applicant’s
lawyer on 21 September 2017.

(b) Hearing held on 9 October 2017 and the ruling of the Ankara Regional Court
of Appeal

81. At the hearing held on 9 October 2017, the applicant and his lawyer
reiterated their previous defence statements. The lawyer further indicated that
they did not accept the digital forensics expert’s report described in
paragraph 80 above, which was based on unlawfully obtained evidence, and
requested the court to obtain a fresh report from a committee of three experts.
He stressed that the material and mental elements of the crime of membership
of an armed terrorist organisation had not materialised.

82. At the same hearing, the court dismissed the applicant’s request for a
new expert report. It also upheld the applicant’s conviction based on the
information and reports in the case file.

83. The court reviewed at the outset the different forms of organised crime
under Turkish law and discussed the distinguishing factors of the offence of
“membership of an armed organisation” under Article 314 § 2 of the Criminal
Code, as also addressed at first instance (see paragraph 67 above). The appeal
court specified that although it was not necessary for a “member” to have
committed an actual crime in connection with the organisation’s activities,
the individual must nevertheless have made a specific material or moral

2. HTS records include signal information pertaining to the caller, the dialled number, the
duration of the call, and the place and the time of the call.

3. “GPRS” stands for “General Packet Radio Service”, which is a technology that provides
moderate-speed data transfer and that is typically used for instant messaging.
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contribution to the organisation’s existence or reinforcement. The offences of
aiding an organisation or committing a crime on behalf of the organisation
also involved receiving orders from the organisation; however, the distinctive
factor in the determination of membership of an organisation was the
readiness of the suspected member to execute all instructions and orders
given within the context of the organisational hierarchy, without questioning
and with absolute submission. The member should have established an
organic link with the organisation, which was the most important element of
membership of an organisation, and taken part in its activities. In this
connection, it was primordial to determine on the concrete facts of a case
whether the individual’s position within the armed organisation had reached
a level warranting his consideration as a “member” of that organisation. The
appeal court also noted that the offence of membership of an armed
organisation required a specific intent besides general intent. Since the
terrorist organisation was founded for a specific purpose, the perpetrator had
to know of that purpose and had to have a specific intent for its realisation.

84. Moving on to the specific considerations concerning the FETO/PDY,
the appeal court reiterated the distinct attributes which rendered that
organisation an “armed terrorist organisation”, following the same line of
reasoning adopted by the first-instance court, and more recently by the Court
of Cassation in its judgments of 24 April 2017 and 26 September 2017 (see
paragraphs 162-163 below). It noted that the aim of this organisation was not
to come to power through legitimate methods, but to dissolve the Parliament,
the government and the other constitutional institutions by using force and
violence, as demonstrated by the attacks carried out against several symbolic
State buildings, including the Parliament building and the presidential
compound, with heavy weaponry. It also stressed that the absence of a prior
judicial ruling designating the FETO/PDY as a terrorist organisation did not
preclude criminal liability for offences committed in connection with that
organisation.

85. The appeal court next turned to the issue of the lawfulness of the
ByLock evidence and held that, in accordance with the principle of free
evaluation of evidence, all types of evidence, including electronic evidence,
could be relied on in criminal proceedings, as long as it was obtained lawfully.
It considered in this connection that the MIT had collected the relevant data
in pursuance of its duties and powers under sections 4 (1) and 6 (1) of the
Law on Intelligence Services (see paragraph 143-145 below), and that the
judicial procedure had only started after the MIiT’s handover of the digital
material to the judicial authorities, from which point onwards the
investigation had to be carried out in accordance with the terms of the CCP.
The Ankara Fourth Magistrates’ Court had accordingly ordered the
examination and processing of the data handed over by the MiT in accordance
with Article 134 of the CCP. The acts undertaken to identify and assess the
use of ByLock had therefore been lawful.
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86. The appeal court then addressed the probative value of evidence
demonstrating a person’s use of ByLock and held as follows:

“Before assessing whether the ByLock system constitutes organisational evidence or
a communication system at the disposal of an organisation, it must first be established
[under which circumstances] a communication system could be considered as being an
organisational communication system.

A person may join a special communication network and use [such] program on [his
or her] mobile telephone device or computer. However, where it is established on the
basis of concrete evidence that this communication network is one that was set up to
commit crimes and is used exclusively by the members of a criminal organisation, the
joining and use of that network .. for communication with the knowledge
(intentionally) that [it was being used in this way by the members of a criminal
organisation] must be taken as evidence of [the person’s] connection with the
organisation, even if the contents of the communication are not discovered.”

87. The appeal court noted that the ByLock application was developed as
a “special software that could only be used by the members [of the
FETO/PDY] over a special server and that enabled communication by the
[members] amongst themselves using a special encryption method”. It
observed that the application could be downloaded from the Internet, or
obtained via memory cards or Bluetooth, and that while it was exceptionally
available for download by all at the beginning of 2014, it was subsequently
made available by members of the organisation by means of USB keys,
memory cards or Bluetooth, as indicated in statements, messages and e-mails
obtained. The downloading of the application was not sufficient to be able to
use it for messaging; knowledge of the user-specific ID number assigned
automatically by the system and the approval of the other party was required
to engage in communication, which was in conformity with the cell-like
structure of the organisation. Moreover, almost all of the transcribed content
concerned organisational contact and activities of the FETO/PDY members
and corresponded to the organisation’s specific jargon. Based on the
foregoing elements, and others noted at length previously by the MIT and the
Court of Cassation (see paragraphs 115-116 and 158-160 below,
respectively), the appeal court found that under the guise of a global
application, ByLock was offered for the exclusive use of the members of the
FETO/PDY armed terrorist organisation and had been used by its members
since early 2014, as revealed by the members themselves. To that end, the
appeal court held, echoing the Court of Cassation’s landmark judgment of
26 September 2017 (see paragraph 160 below):

“In the ByLock communication system, it is possible to determine the date of
connection, the IP address from which the connection was made, the number of
connections over a given period of time, the persons with whom the communications
were made and the content of the communication. The date of connection, the
establishment of the IP address from which the connection was made and the
establishment of the number of connections within a given period of time are sufficient
to establish that the person is part of a special communication system.
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Given that the ByLock communication system is a network designed for the use of
the members of the armed terrorist organisation FETO/PDY and is used exclusively by
some members of this criminal organisation, as demonstrated by the concrete evidence
described above, where it is established — beyond doubt by technical data capable of
supporting a firm conviction — that [a person] has joined that network on the instructions
of the organisation, and that [he or she] has used [ByLock] for communication to ensure
secrecy, such finding would constitute evidence of the person’s connection with the
organisation.”

88. Turning to the specific facts of the applicant’s case, the appeal court
made the following findings:

“A report was prepared by a digital forensics expert on the basis of the records
obtained from [the BTK] and [the KOM] concerning the [specified] GSM number used
by the applicant and the entire content of the case file; this report, which was submitted
on 29 June 2017, is taken as the basis of [the court’s] verdict in view of its consistency
with the HTS records furnished by the BTK, the ByLock assessment and identification
reports furnished by the KOM and the content of the case file, [as well as its] detailed,
comparative and scrutinisable nature.

As explained in detail in the judgment no. 2015/3-2017/3 of the Sixteenth Criminal
Division of the Court of Cassation dated 24 April 2017, which was upheld by the
plenary Criminal Divisions of the Court of Cassation’s judgment no. 2017/956-370
dated 26 September 2017, the ByLock application, under the guise of a global
application, is a network designed for the use of the members of the armed terrorist
organisation FETO/PDY and is used exclusively by some members of this criminal
organisation. [For that reason] where it is established — beyond doubt by technical data
capable of supporting a firm conviction — that [a person] has joined that network on the
instructions of the organisation, and that [he or she] has used [ByLock] to ensure
secrecy, such finding is taken to constitute evidence of the person’s connection with the
organisation.

The records and documents [obtained during] the investigation process, the actions
undertaken and the hearings held by [this court] at the appeal stage, and the entire
content of the case file [attest that] the defendant was registered in the ByLock
communication system with a specified GSM number — which was registered in his
name and which he stated had been in his use for a long time — and ByLock ID (identity
number) 408783, that it had been established by the KOM and the BTK that the
defendant had first joined the ByLock system on 3 October 2015 on a device bearing
the IMEI number 353684061644870 [sic], that he had established connection with the
IP number 46.166.164.181 that belonged to the ByLock servers/systems for 380 times
on six different dates, that the connections made and the communications established
[by him] had been explained in detail in the report prepared ... by a digital forensics
expert on 29 June 2017, that the defendant had frequently communicated with GSM
numbers used by his close relatives during the period covering the dates in question,
and that it was not possible for the specified GSM number to have been used by anyone
other than the defendant.

There is no doubt that the defendant — who, by virtue of his level of education [and]
the knowledge, position and experience that he had gained through his job, is expected
to have known of the ultimate purpose of the [FETO/PDY], of its organisation within
the State institutions and armed forces, and of the fact that its members might use the
weapons at their disposal in line with the purpose of the organisation when needed — is
a member of the FETO/PDY armed terrorist organisation. The defendant had joined the
ByLock communication system and had used it many times with the knowledge of
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(intentionally) [the fact that] it was designed solely for the use of the members of the
armed terrorist organisation FETO/PDY and was used exclusively by the members of
this criminal organisation, in view of its technical specifications, downloading and
utilisation method, and its users and content. [Based on that finding] and other evidence
in the case file, the first-instance court disregarded the defendant’s denial-oriented pleas
and found that [he] was a member of the armed terrorist organisation FETO/PDY.”

Holding that the first-instance court had not erred in its assessment and
findings, the Ankara Regional Court of Appeal Court dismissed the
applicant’s appeal.

3. Applicant’s appeal against the judgment of the Ankara Regional Court
of Appeal and the judgment of the Court of Cassation

89. In his appeal against the judgment of the Ankara Regional Court of
Appeal, the applicant mainly elaborated on the arguments made in his
previous appeal against the trial court’s ruling. In this connection, he denied
having taken part in any activities — legal or illegal — of the FETO/PDY, and
argued that his membership of that organisation had not been established on
the basis of clear, definite and unambiguous evidence. The courts had
furthermore failed to explain how the impugned offence had been
individualised in his particular circumstances and had left open the questions
as to whether his supposed position within the organisation had been of a
nature and extent to render him a “member” in the legal sense, how he had
been “organically linked” to the organisation, and where he had been situated
in the organisation’s hierarchy. The judgments of the lower courts were
similarly silent as to how his intention to become a member of an armed
terrorist organisation, in the full knowledge of the organisation’s resolve to
realise its aims by use of arms and to engage in criminal conduct, had been
established. The applicant claimed on this basis that the domestic courts had
failed to demonstrate the factual basis of their findings and that their
reasoning failed to make a connection between the evidence and the verdict.

90. Noting that his conviction had been based to a decisive extent on his
alleged use of the ByLock application, the applicant pointed out that this
application had been available for download from various application stores
until February 2016 without the requirement of any reference or prior
authorisation, and had in fact been downloaded by some 600,000 people
according to publicly available sources. Moreover, many of the technical
features listed as proof of the “organisational” character of ByLock were in
fact shared by other popular messaging applications. In these circumstances,
to hold that the mere use of such an application could amount to proof of
membership of an armed terrorist organisation, which offence would in
principle require concrete evidence entailing the use of force and violence,
would be tantamount to disregarding the material and mental elements of the
offence. The applicant stressed in this regard that, according to the
well-established case-law of the Court of Cassation, the offence of
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membership of an armed terrorist organisation could only be committed by
participating in the hierarchy of an organisation intentionally, embracing its
end goals and activities, and required a continuous, diversified and
uninterrupted link to the organisation, as well as concrete acts aimed at
ensuring its sustainability. None of these had been made out in his case.

91. Besides the inherent insufficiency of the simple use of ByLock to
serve as evidence of membership of an armed terrorist organisation, the
applicant claimed that the procedure by which the MIT had obtained and
processed the ByLock data was unlawful, as well as being obscure. He
argued, on the latter point, that it remained unclear why only 115,000 ByLock
users had been identified and pursued from among the approximately
600,000 people who had downloaded the application. This uncertainty was
compounded by the fact that the MiT had shared with the judicial authorities
a total of three user lists on different dates, and the names of the users in the
three lists did not match. No technical explanation had, however, been
provided as to why some persons who appeared in the initial list did not figure
in the other lists.

92. In the applicant’s view, the accuracy and integrity of the evidence to
be used in criminal proceedings could only be ensured via procedural
safeguards. For that reason, the collection of electronic evidence in criminal
investigations had been subjected to a series of safeguards by the lawmaker
under Article 134 of the CCP (see paragraph 142 below), each of which
ensured the transparency of the data collection procedure and rendered it open
to inspection and challenge. The collection of the digital data regarding
ByLock had, however, been an act of intelligence gathering, which was not
subject to any of the safeguards stipulated under Article 134 of the CCP. The
fact that the Ankara Magistrates’ Court had subsequently issued an
authorisation on 9 December 2016 for the examination of the material handed
over by the MIT did not retrospectively “regularise” that evidence as argued
by the lower courts, bearing in mind particularly that he had been arrested for
use of ByLock three months before the magistrate’s order.

93. The applicant further argued that the technical details as to how the
MIT had procured and analysed the relevant ByLock data had not been
revealed in the MIT technical analysis report in the interest of preserving the
confidentiality of the process, but this obscurity surrounding the MIT’s
collection and handling of the relevant data rendered it virtually impossible
to verify their authenticity. The ByLock reports subsequently issued by the
law enforcement authorities (noted in paragraphs 27, 32, 34, 55
and 78 above) were similarly lacking in important respects, as it was unclear
by whom, and on the basis of what authority and criteria, those reports had
been prepared, and whether their accuracy had been verified. Those reports
also failed to provide any information as to whom he had communicated with
over the ByLock application and why he had been classified as an “orange”
user. In the absence of clear, comprehensible and technically adequate reports
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on his alleged use of ByLock, he had not been able to exercise his defence
rights effectively.

94. As regards the other evidence used against him, the applicant argued
that to rely on trade union membership as evidence of membership of an
armed terrorist organisation amounted to a violation of his right to freedom
of association, given in particular the absence of any evidence of illegal
activity on the union’s part. He further asserted that the accusations regarding
Bank Asya were similarly groundless. That bank had been founded on
24 October 1996 and, until the revocation of its operation licence on
23 July 2016, it had operated in accordance with the relevant legal
framework. At no point in that 20-year period had its banking operations been
restricted or banned, and none of his interactions with that bank had been
carried out with the intention of committing a crime.

95. As for the classification of the FETO/PDY as a terrorist organisation,
the applicant argued that the statements and opinions shared by this
organisation with the public did not entail incitement to commit any of the
acts listed in section 1 of the Prevention of Terrorism Act (see paragraph 149
below). If the organisation had covertly engaged in such activities, those had
to be laid out in the judgment.

96. Lastly, the applicant argued that the independence and impartiality of
the judiciary had been undermined by the recent changes in the structure and
composition of the Court of Cassation and the possibility of removal of judges
from duty by decision of the High Council of Judges and Prosecutors under
Article 3 of Legislative Decree no. 667 (see paragraph 151 below), which he
argued was contrary to the principle of the irremovability of judges.

97. Arguing that the proceedings before both the trial court and the appeal
court had been conducted as a matter of form only, and that none of his
appeals for further investigation and assessment had been accepted, the
applicant requested from the Court of Cassation, inter alia, the log records
obtained by the MIT from the ByLock server and an independent expert
review of those records and data, including as to whether that data could be,
or had been, manipulated. He also asked that court to establish his alleged
activity on ByLock, such as the names and organisational status of the
persons with whom he had communicated via that application, and the
content of those communications, given in particular that, according to the
MIT technical analysis report, 15 million messages out of a total of 17 million
messages had been decrypted. He further requested that inquiries be
conducted as to when he had become a member of the terrorist organisation,
who he had reported to and what actions he had undertaken in keeping with
the instructions received from the organisation’s hierarchy.

98. On 30 October 2018 the Court of Cassation upheld the applicant’s
conviction, without commenting on his requests for further clarification or
action. In the light of the expert report obtained at the appeal stage and the
remaining contents of the case file, it held that all procedural acts undertaken
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during the proceedings had been in accordance with the law and that the
arguments regarding the unlawfulness of the evidence underlying the
conviction had been duly assessed. The findings made in the applicant’s
regard had, therefore, been based on valid and consistent data. Moreover, the
relevant acts had been accurately classified and had conformed to the offence
set out under the law, and the verdict and sentence had been determined in an
individualised manner. The Court of Cassation further found that the delivery
of the appeal judgment without awaiting the submission of a detailed ByLock
findings and evaluation report had not affected the outcome (see
paragraph 107 below regarding this detailed findings and evaluation report,
which was issued on 7 October 2020).

4. Proceedings before the Constitutional Court

99. On 13 December 2018 the applicant lodged an individual application
with the Constitutional Court, in which he mainly invoked the arguments
previously made during the criminal proceedings and raised the complaints
under Articles 6, 7, 8 and 11 of the Convention that he subsequently brought
before the Court. Once again, he drew attention to the irregularities in the
collection of the ByLock data and their use as evidence in the criminal
proceedings, which had not only been an arbitrary exercise of the courts’
discretion in the assessment of evidence, but had infringed some of his
procedural rights, such as the right to adversarial proceedings and equality of
arms, and the right to a reasoned decision. He claimed in particular that the
courts’ evaluation of the ByLock evidence had been at variance with the
material facts. He noted in this connection that convictions for membership
of the FETO/PDY by reason of the sole use of ByLock were based on the
premise that that application had been used exclusively by the members of
that organisation; however, publicly available figures demonstrated that the
application had been downloaded by some 600,000 people and the MIT
technical analysis report revealed that 215,092 ByLock users had been
initially identified, whereas the user ID numbers in the same MIT report went
up to 493,000. The applicant argued that the “exclusive use” argument was
not tenable in these circumstances.

100. Moreover, in securing his conviction, the courts had relied
exclusively and unconditionally on reports drawn up by authorities operating
under the executive branch of the government, such as the MIT, the BTK and
the police, without directly examining or discussing the accuracy of the
findings made in those reports or subjecting them to objective and
independent expert examination. Nor had the data in the hands of the
prosecution been shared with him, in disregard of the requirements of
Article 134 of the CCP, which had created a disparity between the defence
and the prosecution. The applicant claimed that his access to such data was
imperative for him to be able to comment on their authenticity and integrity,
as well as to challenge the “exclusive use” argument, with a view to
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influencing the courts’ decisions. In these circumstances, he had been strictly
denied the possibility of proving his innocence.

101. The applicant further emphasised that although the courts had
proceeded from the understanding that the ByLock data had been admitted
and examined by the judicial authorities only following the authorisation
granted by the Ankara Fourth Magistrate’s Court on 9 December 2016, in
reality, the data had been processed, and ByLock’s allegedly exclusive use
by the members of the FETO/PDY and the probative value of its data had
been determined, long before that date. In this connection, he referred to
indictments and official correspondence predating 9 December 2016,
including a press statement made on 5 October 2016 by the then Deputy
President of the High Council of Judges and Prosecutors, who had indicated
that “ByLock is the communication software of the organisation and our
strongest evidence. It is clear that ByLock is not a program that can be used
by persons other than the members of the organisation...”.

102. The applicant also argued that as a result of the restrictions
introduced by Article 6 § 1 (d) of the Legislative Decree no. 667, all his
meetings with his lawyer had either been held in the presence of a prison
officer, or recorded, which destroyed the essence of his right to avail himself
of the assistance of a lawyer within the meaning of Article 6 § 3 (c) of the
Convention.

103. The applicant also complained, in a general manner, of a lack of
independence and impartiality on the part of the Turkish courts, mainly on
account of the systemic disregard of the principle of the irremovability of
judges.

104. As regards his complaints concerning the unlawfulness of his
conviction, within the meaning of Article 7 of the Convention, the applicant
once again put emphasis on the importance of establishing when he had
acquired the requisite ‘“knowledge” that the formerly lawful “Giilen
movement” had become the unlawful armed terrorist organisation
“FETO/PDY”. He underlined in this connection that the first act of violence
attributed to this organisation was the coup attempt of 15 July 2016 and
contended that the absence of knowledge regarding the “terrorist” nature of
the FETO/PDY would exclude the establishment of the specific intent
required for the offence of membership of an armed terrorist organisation.

105. Lastly, the applicant added that none of his aforementioned
objections and arguments had been considered by the courts in duly reasoned
judgments, which also amounted to a violation of his right to a fair trial.

106. On 26 November 2019 the Constitutional Court summarily
dismissed the applicant’s individual application as inadmissible, finding that
his complaints were manifestly ill-founded and failed to comply with the
other admissibility criteria.
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5. Subsequent developments

107. On 7 October 2020 the KOM issued the detailed “Findings and
Evaluation Report” in respect of the applicant’s ByLock user profile,
including his user ID number (408783), username and password and the date
of his last connection (31 January 2016). The assessment in the report
indicated that user ID 408783 had had six contacts in the ByLock application,
had sent one message over the application on 20 June 2015 to a teacher, which
read “Hello, I am Yiiksel Yalginkaya”, and had received one message on
18 February 2016 from another teacher, which read “Hello teacher”. A
number of email messages forwarded to user ID 408783, among others, were
also attached to the report, which mainly praised and referred to the hardships
faced by the “Gililen movement”, encouraged the collection of funds
(himmet), or criticised the Government by reference to the Prophet
Muhammad’s sayings or to moral or religious anecdotes.

III. OTHER MATERIAL SUBMITTED BY THE PARTIES

A. Press statements issued following National Security Council
decisions

108. In the press statements issued at the close of its meetings held
between February 2014 and October 2015, the National Security Council
noted the FETO/PDY among the threats posed to the national security of
Tiirkiye, and referred to this organisation in the following terms:

“the structure threatening public peace and national security”
(26 February and 30 April 2014);

- “the illegal structure within the State” (26 June 2014);

- “parallel structures and illegal formations, conducting illegal acts under
the guise of legality at home and abroad, that threaten our national security
and disturb public order” (30 October 2014);

- “the parallel State structure and illegal formations” (30 December 2014);

- “the parallel State structure and illegal formations operating under the
guise of legality” (26 February 2015);

- “the parallel State structure and illegal formations that threaten our
national security” (29 April and 29 June 2015);

- “the parallel State structure ... operating outside of the law” (2 September
2015);

- “the parallel State structure that threatens our national security and that
collaborates with other terrorist organisations” (21 October 2015).

109. The press statement released after the meeting held on 18 December
2015 provided as relevant:

“It has been confirmed that the fight against the parallel State structure would continue
with determination, domestically and abroad.
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It has been stated that the fight against all terrorist organisations that exploit the
religious, sectarian, ethnic notions and sensibilities, and the [power] groups that support
them, will continue ... indiscriminately.”

110. The relevant parts of the press statement issued after the meeting held
on 27 January 2016 read as follows:

“... In this framework, the internal and external threats against our national security,
and the efforts against the separatist terrorist organisation, the parallel State structure
and Daesh at home and abroad, have been assessed.

It has been stated that regardless of from whom and where it originates, the decisive
and principled fight against [terror] would continue until all forms of terror were
eliminated.”

111. The press statement issued following the meeting held on 24 March
2016 provided as relevant:

“... In this framework, the internal and external threats against our national security,
and the efforts to combat terror and terrorists have been evaluated, and the
implementation of the measures taken against the parallel State structure have been
emphasised.”

112. On 26 May 2016, following its last meeting prior to the coup attempt,
the National Security Council issued the statement below, as relevant:

“Efforts undertaken to ensure the peace and security of our citizens and the public

order, the achievements in the fight against terror and terrorist[s] and the measures taken

against the parallel State structure, which threatens our national security and which is a
terrorist organisation, have been discussed.”

113. In the first meeting it held following the coup attempt on
20 July 2016, the National Security Council stated that the attempt had been
instigated by the members of the FETO/PDY who served in the Turkish
armed forces.

B. ByLock expertise reports

1. Reports submitted by the Government
(a) “Technical Analysis Report” prepared by the MiT

114. As mentioned in paragraph 21 above, in early 2016 the MiT accessed
the databases of the ByLock server. Following the analysis of the digital data
obtained from the server, the MIT issued an 88-page technical analysis report,
which it shared with the “relevant institutions” on 24 October 2016.

115. According to the report, after getting hold of the relevant material,
the MIT carried out elaborate technical analyses both on the mobile
application itself and on the application servers, on matters such as the
application’s technical design, operation, its similarities and differences to
applications that provided the same functions, and the decrypted user profiles.
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In summary, the MIT’s main findings regarding the ByLock application
were:

- ByLock was first released on the Google Play store in early 2014 and
had remained there until early 2016 with different versions, during which
period it was installed more than 100,000 times;

- The application allowed for instant messaging, voice calls, group
messaging, file sharing and email correspondence, all encrypted;

- Following the downloading of the application, a username/user code and
cryptographic password was created; this information was transmitted to the
application’s server in encrypted form, so as to protect the user’s information
and communication security;

- 215,092 registered users had been identified on the server;

- No personal information was requested when creating a ByLock user
account and, unlike similar global and commercial applications, no system
for verifying the user account —such as by authentication via SMS or
email — was provided, which was intended to ensure anonymity and to render
user identification more difficult;

- Registration in the system was not sufficient to communicate with other
users, nor was it possible to search and add users by their names; individuals
could only contact one another after adding each other’s usernames/codes,
which suggested that the application was designed to allow communication
only in conformity with the cell-like structure of the organisation;

- The automatic transfer of phone contacts to the application, a feature
provided in similar messaging applications, was not available in ByLock;

- After its removal from the Google Play and Apple application stores,
ByLock could still be installed from APK* download sites and according to
the statistics available on those sites, the application had been downloaded
500,000 to 1 million times; while it was not possible to verify the accuracy of
these figures, they did not appear to be inconsistent with the number of users
found on the ByLock server (215,092), given that people may have (i) deleted
and redownloaded the application; (i1) downloaded the application without
creating a user account; and (iii) downloaded the application on more than
one device;

- Statistically, the figures regarding the use of ByLock in Tiirkiye were
much higher than the total sum of its use in other countries, although it was
hardly known to the public or even to experts in the field before the coup
attempt, which provided an important insight into the purpose of the
application;

- The majority of the users who posted about ByLock on Twitter prior to
15 July 2016 had also posted content favourable to the FETO/PDY, which
suggested that the Twitter users in question had been supporters of the

4. “APK”, which stands for “Android Package Kit”, is the file format for applications used
on the Android operating system.
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FETO/PDY, who knew about the application and who used it before the
general public had ever heard about it; moreover, most of the Internet
publications about ByLock were made from fictitious accounts that published
pro-FETO/PDY material;

- While the application mainly provided service over the server with the
IP number “46.166.160.137”, eight additional IP addresses had also been
rented in order to render the identification of the users more difficult;

- As it appeared from an announcement (in English) posted on the
application’s website by the system administrator on 15 November 2014, the
access of some IP ranges, all of which originated from Tiirkiye, had been
blocked; while the administrator had explained this as a precaution to cope
with the high number of registered users (which had apparently reached one
million at that stage) and the malicious connections detected from the relevant
IP ranges, the MIT report claimed that the real aim had been to force users
based in Tiirkiye to connect via a VPN (“Virtual Private Network™) to prevent
their identification;

- Virtually all “Google” searches on ByLock were performed by users
from Tiirkiye and searches for “ByLock” on the Google search engine had
increased significantly following the blocking of the access to the application
by Turkish IP addresses;

- The developer and publisher of the application had no professional
references for his previous work and, unlike similar messaging applications,
the application had not been commercially promoted, nor had any efforts been
made to increase its user base or to give it commercial value; the aim of
ByLock had rather been to limit the number of users with an emphasis on
anonymity. Moreover, the anonymous nature of the payments made to sustain
the application —such as the rental of the server and the IP
addresses — confirmed that the enterprise behind it was not institutional and
commercial in nature;

- Instead of opting for an authority-signed SSL certificate® that was
typically used by commercial messaging applications, the developer of the
ByLock application had used a self-signed SSL certificate created under the
name of “David Keynes”, allegedly to prevent other parties from acquiring
the user information;

- The application had a feature which deleted the messages and other
content stored on the devices automatically, which ensured the privacy of
communications even if the user omitted to delete any compromising
exchanges;

- The storage of all the server and communication data in encrypted form
in the application’s database added an additional layer of security to prevent
user identification and to secure communications;

5. Secure Sockets Layer (SSL) certificates, also called digital certificates, are used to secure
the connection between the computer and the server with the use of a strong encryption.
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- ByLock users took further steps to conceal their identities, such as using
long passwords, downloading the application manually rather than from
various application stores, and using their organisational code names in
messages and contacts lists;

- While other messaging applications were used for daily and routine
communications, the examination of the communication network and the
content of the messages exchanged over ByLock revealed that the latter had
been used for organisational purposes: almost all of the decrypted
content — that is, approximately 15 million messages out of the 17 million
messages recovered and 2 million emails out of the 3 million emails
recovered — concerned organisational contact and activities pertaining to the
FETO/PDY, using organisation-specific jargon;

- The source codes of the application included certain expressions in
Turkish and the majority of decoded usernames, group names and passwords,
and almost all of the decrypted content was in Turkish.

116. The report concluded that when taken as a whole, the above factors
suggested that ByLock had served as a messaging system for the exclusive
use of FETO/PDY members, under the guise of a global application, which
was also corroborated by statements obtained from a number of suspected
members of the organisation in investigations conducted after the coup
attempt.

(b) “Analysis Report on Intra-Organisational Communication Application”
prepared by the KOM

117. This report, dated 2 April 2020, was prepared by the KOM at the
request of the Ankara Chief Public Prosecutor’s Office. The report largely
reiterated the findings in the MIT report, but also made the following
observations:

- Although all versions of the application were available on various
application stores and websites, the members of the organisation were urged
to download the ByLock application from USB keys or via Bluetooth, so as
to ensure organisational secrecy;

- On the devices where it was downloaded, the ByLock application could
be hidden under the icons of other more common applications;

- While the application was available to download freely, its actual use
required further operational information, which was provided by the
organisation and which would not be shared outside the organisation;
accordingly, it was physically impossible for a non-member to use the
ByLock application;

- A review of the first 100 users of the application, 53 of whom had been
identified, indicated that the application had been developed and offered for
use by members of the organisation: for instance, the user ID 3 was a
computer engineer employed at Turkish Institute of Scientific and Technical
Research (“TUBITAK”) facing charges of FETO/PDY membership on the
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basis of evidence other than the use of ByLock; the user ID 49 was the private
secretary of F. Giilen; and 15 of these 53 identified users were former police
officers working in the police intelligence service, on trial for illegal phone
tapping;

- The examination of the ByLock contents and user information had
revealed that 175 people who had been identified as senior executives of the
FETO/PDY, 52 of the judges who had taken part in the investigations and
prosecutions referred to as “Ergenekon” (see, for further details regarding
those proceedings, Peringek v. Switzerland [GC], no. 27510/08, § 27, ECHR
2015 (extracts), and the cases cited therein, and Eminagaoglu v. Turkey,
no. 76521/12, § 6, 9 March 2021), “Sledgehammer” (Balyoz) and “Military
Espionage” (Askeri Casusluk) (see Ahmet Hiisrev Altan v. Turkey,
no. 13252/17, §§ 5-8, 29 and 56, 13 April 2021, and the cases cited therein
on these investigations and prosecutions), and 5,922 people out of the 8,723
who faced charges for being part of the confidential structure within the law
enforcement agencies were users of ByLock;

- The information obtained about the organisation from the application
was consistent with the information gathered from other sources;

- ByLock contacts consisted of users’ organisational networks, rather than
family members or social acquaintances, and friends’ groups, demonstrating
that the organisational hierarchy had been detected over the application.

118. Based on the foregoing, and all the other information available, the
report concluded that ByLock was a communication tool designed for the sole
use of members of the FETO/PDY, that measures had been put in place to
prevent the identification of users, and that it was not accessible to anyone
outside the organisation.

119. The report also provided further insight as to how the ByLock user
lists had been drawn up by the authorities. In the first stage, the MIT had
identified, on the basis of the raw log data that it had obtained, the nine
different IP addresses used by the ByLock server, the accuracy of which had
been verified by the Department of Cyber Crimes of the General Directorate
of Security. The Internet traffic data, also referred to as the CGNAT data®,
stored by the service providers in accordance with the relevant legislative
framework had then been examined for the purpose of identifying the IP
addresses that had connected to the ByLock server’s nine IP addresses from
Tiirkiye, although the user information thus obtained was limited to the
connections that were made prior to the obligation to connect via VPN, or to
instances where the VPN connection was momentarily disabled. The IP
addresses thus identified were then matched to the respective GSM and
ADSL subscribers. The first version of the user list was transmitted by the
MIT to the Ankara Chief Public Prosecutor’s Office on 16 December 2016.

6 “CGNAT” data provide information as to connections made to a target IP address, such as
the date and frequency of the connection, and the IP address from which the connection was
made.
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Upon further analysis of the available data, an updated list was prepared by
the MIT and shared with the authorities on 24 March 2017. That list, which
included information pertaining to 129,862 users, was then verified using the
CGNAT data procured by the BTK from the service providers as of
19 April 2017 and the ByLock user list was thus put together. Subsequently,
on 28 December 2017, 11,480 people who were discovered to have been
unwittingly directed to the ByLock server, via a trap application known as
Mor Beyin (“Purple Brain™), were removed from the ByLock user list (for
further information on Mor Beyin, see Taner Kili¢ v. Turkey (no.2),
no. 208/18, § 36, 31 May 2022).

120. In a supplementary report drawn up on 22 May 2020, officers from
the KOM responded to some specific questions put by the Ankara Chief
Public Prosecutor’s Office. In response to a question on the measures taken
to ensure the integrity of the ByLock data and to prevent their manipulation,
it was reiterated that the ByLock data had been obtained from two different
sources: (i) the raw log data obtained by the MIT from the ByLock server;
and (i1) the CGNAT data (pertaining to the Internet traffic information)
showing connections made to the ByLock IPs from Tiirkiye. The first set of
data was subjected to a disk imaging process and accorded a hash value, and
the data was kept in a safe by the judicial authorities and could not, therefore,
be modified. As for the CGNAT data, they concerned internationally
registered data which could not be altered or corrupted.

121. Inresponse to another query as to whether an individual ByLock user
could be given the digital (raw) ByLock data pertaining to him or her alone,
the report explained that it was not possible to sort the raw data on a user ID
basis without first processing them. The raw ByLock data were categorised
under separate tables on a database, and the information belonging to a
particular individual was obtained following the extraction of the relevant
data from these tables, through the use of an interface. The information thus
obtained was included in each individual’s case file, in the form of a “ByLock
Results and Evaluation Report”. It was otherwise not possible to share the
raw data in their entirety with any particular suspect, as that data contained
information concerning many other suspects as well.

122. It was also indicated in this supplementary report that there had been
no prosecutions for the mere download of ByLock and that evidence of the
actual use of ByLock was required in each case.

(c) “Expert Report on the ByLock application” prepared by independent cyber
security experts

123. On 10 July 2020 a group of cyber security experts, who were
commissioned by the authorities, prepared an expert report on the ByLock
application, on the basis of information obtained from open sources as well
as from the reports prepared by the MIT and the KOM referred to above.
While the expert report mainly reiterated the findings in those earlier reports,
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it also included some further pertinent observations (for a more detailed
account of this report, see Akgiin, cited above, § 57).

124. 1In this connection, the report noted that the ByLock application used
advanced encryption methods and that it was an anonymity-oriented
messaging application, which enabled communication without leaving a
digital fingerprint that could be detected by the law-enforcement authorities.
Some of its features, such as the storage of all messages in the server in an
encrypted manner and the special procedure for adding contacts,
demonstrated that ByLock had been designed differently from other
messaging applications and intended to serve not the general public but a
specific purpose.

125. The report also noted that some “trap” applications (as mentioned in
paragraph 119 above) that were used to establish inadvertent connections to
the ByLock server had been identified. The technical analysis had shown that
the CGNAT data pertaining to such inadvertent connections could be
distinguished from the data produced following an ordinary connection to the
ByLock server.

126. The report further emphasised that according to the information
obtained from Google Trends on the searches conducted regarding ByLock
on the Google search engine, virtually no searches had been made from
September 2014 to February 2016. Given that ByLock worked very
differently from other messaging applications, the absence of online searches
suggested that this application was used by a specific group of people and
that those people possessed detailed information on how the application
worked and shared it with prospective users.

127. Lastly, as regards the number of users of the ByLock application, the
report clarified that the figure “215,092” found in the MIT report indicated
not the actual number of users, but the number of registrations with the
application.

(d) “The Technical Report” prepared by IntaForensics

128. IntaForensics, a digital forensics and cyber security consultancy
service based in the United Kingdom, prepared a forensic investigation and
technical report on the ByLock application, dated 21 August 2020, at the
request of the Ministry of Justice of Tiirkiye (for further details on the report,
see Akgtin, cited above, § 58).

129. The report, which was very similar in content to the reports outlined
above, noted that despite the fact that ByLock was published on global
application stores, for all intents and purposes the interest in it was limited to
Tiirkiye. Moreover, given its difference in features when compared with other
messaging applications, it would appear that anonymity as much as security
was a primary goal for ByLock.

130. It was also observed in the report that the application had been
removed from the Google Play store on 3 April 2016, yet no prior
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announcements had been made to the users on this matter, nor were any
complaints or comments from users identified on social media or elsewhere
as to why the application had been unpublished without notice. According to
the authors of the report, this suggested that the application was used by a
specific group of people and that the developer had no commercial concerns.

2. Reports submitted by the applicant

(a) Expert opinion on the digital data concerning the applicant

131. On 5 September 2021 the applicant’s lawyer commissioned a digital
forensics expert based in Tiirkiye to examine the CGNAT data and HTS
records included in the applicant’s case file, as well as the “Findings and
Evaluation Report” issued by the KOM on 7 October 2020 (see
paragraph 107 above). In a report dated 11 October 2021, the expert noted
that the IP addresses indicated in the CGNAT data pertaining to the applicant
were all within the IP ranges blocked by the system administrator. He further
found, inter alia, that while the relevant data suggested that connection with
the ByLock server may have been established from the applicant’s device,
the nature of the data available did not rule out the possibility that the
connections had been made other than by use of the ByLock application, i.e.,
inadvertently.

(b) Expert reports commissioned in the context of other criminal proceedings

132. The applicant also submitted a number of expert reports that had
been prepared by independent experts in the context of other criminal
proceedings concerning the use of ByLock.

133. One of those reports, which had been prepared by a
Netherlands-based IT company on 13 September 2017 and which mainly
involved an analysis of the MiT technical analysis report, found that the said
report entailed no information that would enable the verification of the
integrity of the data obtained, such as hash values or an audit trail, nor did it
provide a description of the technical analysis undertaken. As such, it was
difficult to scrutinise the analysis methods used.

134. Another report, issued on 1 September 2021 by two legal forensics
experts from Tiirkiye, concerned specifically the question whether there was
sufficient evidence to support the conclusion that the ByLock application had
been used “exclusively” by members of the FETO/PDY. The report included
the following findings, as relevant:

- All commonly used mobile messaging applications, such as
“WhatsApp”, “Telegram”, “Skype” and “Signal”, provided encrypted
communication to varying degrees;

- ByLock could be downloaded from mobile application stores freely
without the need for any reference, or other requirement;
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- Some of the features cited as proof of “exclusiveness” of ByLock
stemmed from the preferences of the developers of the application, and
numerous messaging applications with similar features could be found;

- By way of example, access to the phone contacts was an optional feature
in virtually all applications, and the requirement for prior approval to
establish communication with another user could be found as an optional
feature in many messaging applications, such as “Line”; automatic deletion
of messages was similarly a feature available in many applications, such as
“Snapchat” and “Telegram”;

- While the lack of a dedicated application website, the use of self-signed
certificates, and the lack of a password recovery option were not frequently
encountered among the widely used applications, they were quite common
for applications without a large user base.

135. Based on the foregoing, the report found that the ByLock features
identified by the authorities as proof of its exclusive use did not prove beyond
reasonable doubt, from a technical perspective, that the said application had
been meant for “exclusive use”. It added that any communication content
which was not related to the organisation in question, of which there was
plenty according to the records included in the case files, would undermine
the “exclusiveness” argument.

C. Arrest of the licence owner of ByLock

136. On9 June 2021 David Keynes, a Turkish and American dual national
who was identified as the licence owner of ByLock (see the mention in the
MIT technical analysis report noted in paragraph 115 above), was arrested
and taken into police custody at Istanbul Airport.

137. According to his subsequent statements to the police, the public
prosecutor and the magistrate’s court, he had returned from the USA to
Tiirkiye in order to share his knowledge of the ByLock application and the
FETO/PDY with the Turkish authorities, in order to benefit from the “active
repentance” provision in Article 221 of the Criminal Code, which provides
for the possibility of reduction of sentence in exchange for information. He
explained that, as a student, he had studied and briefly worked in the private
tutoring centres owned by the FETO/PDY and had also frequented their
student houses. He claimed to have cut all his connections with the
FETO/PDY in 1997. In 2002 he went to the USA to study, shortly after which
he made friends with a certain A.C., who was studying computer engineering
in the USA and who appeared to maintain active ties with the FETO/PDY. In
December 2013, David Keynes met with A.C. in Istanbul, who told him that
he was in the process of developing some mobile applications but had
encountered problems in uploading them to the application stores due to
problems related to payment. A.C. requested to use David Keynes’ card and
also obtained his contact and identity information to complete the upload
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process. At their next meeting in March 2014, A.C. told him about the
ByLock application that he had uploaded to the application stores, with the
use of his credit card, identity and communication details.

138. When they met again in August 2015, A.C. asked him to stop the
payments for the domain name, reportedly because the number of downloads
had dropped. He therefore stopped payment in October 2015, yet according
to his knowledge the domain name remained available until February 2016.
When the police asked David Keynes why A.C. had wanted to discontinue
the domain payments in August 2015, he stated that from what he heard after
the coup attempt, the MIT had discovered the ByLock application in
July 2015, which was probably why A.C. wanted to stop the flow of
information over ByLock after that time.

139. David Keynes stated that having regard to the configuration and the
impracticality of the application, which had been designed to prioritise
confidentiality, and to A.C.’s connection to the organisation, he had realised
with hindsight that the ByLock application had been developed by A.C. for
the use of the FETO/PDY.

140. On 14 June 2021 David Keynes was placed in pre-trial detention on
suspicion of membership of an armed terrorist organisation. According to a
news report submitted by the applicant, which was not refuted by the
Government, David Keynes was released from pre-trial detention on
3 November 2021, in view of the evidence collected, the absence of a risk of
absconding, and the prospect of the application of the active repentance
provision in his case. The parties did not provide the Court with further
information on the outcome of the criminal proceedings against this person.

RELEVANT LEGAL FRAMEWORK AND PRACTICE
I. DOMESTIC LAW AND PRACTICE
A. Domestic law

1. The Constitution

141. The provisions of the Constitution relevant to the present case
provide as follows:

Article 15

“In times of war, mobilisation, or state of emergency, the exercise of fundamental
rights and freedoms may be partially or entirely suspended, or measures derogating
[from] the guarantees [enshrined] in the Constitution [in relation to those rights and
freedoms] may be taken to the extent required by the exigencies of the situation,
[provided that] obligations under international law are not violated.

Even under the circumstances indicated in the first paragraph, the individual’s right
to life [and] the right to [physical] and spiritual [integrity] shall be inviolable, except
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where death occurs through acts in conformity with the law of war; no one shall be
compelled to reveal [their] religion, conscience, thought or opinion, nor be accused on
account of them; offences and penalties shall not be made retroactive; nor shall anyone
be held guilty until so proven by a court ruling.”

Article 36

Everyone has the right of litigation either as plaintiff or defendant and the right to a
fair trial before the courts ...

Article 38

“No one shall be punished for any act which [did] not constitute a criminal offence
under the law in force at the time committed; no one shall be given a heavier penalty
for an offence other than the penalty applicable at the time when the offence was
committed.

Findings obtained through illegal methods shall not be considered evidence.

Criminal responsibility shall be personal.”

Article 90 § 5

“International agreements duly put into effect have the force of law. No appeal to the
Constitutional Court shall be made with regard to these agreements, on the grounds that
they are unconstitutional. In the case of a conflict between international agreements,
duly put into effect, concerning fundamental rights and freedoms and the laws due to
differences in provisions on the same matter, the provisions of international agreements
shall prevail.”

2. Relevant domestic law relating to the collection of electronic evidence,
the interception of communications and the evaluation of evidence

(a) Code of Criminal Procedure (Law no. 5271 of 4 December 2004)

142. The relevant provisions of the Code of Criminal Procedure read as
follows at the material time:

Article 134
Search, copying and seizure of computers, computer programs and logs

“(1) In the context of an investigation conducted in relation to a crime, where there
exist strong suspicions based on concrete evidence that an offence has been committed,
and there are no other means of obtaining [additional] evidence, a search may be
performed on the computer used by the suspect as well as the computer programs and
logs, and copies of the computer records may be obtained and the records in question
may be analysed and transcribed by order of the judge upon the request of the public
prosecutor.

(2) If computers, computer programs and computer logs are inaccessible due to
inability to decipher the passwords or if the hidden information is unreachable, then
these devices and equipment may be seized with a view to deciphering and taking the
necessary copies. Seized devices shall be returned without delay [in the event that] the
password has been deciphered and the necessary copies have been taken.
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(3) During the seizure of the computer or computer logs, a backup of all the data in
the system shall be created.

(4) The suspect or his/her lawyer shall be provided with a copy of the backup created
in accordance with paragraph 3 and a report [indicating provision of such copy] shall
be drawn up and signed.

(5) The data in the system may also be copied, partially or in its entirety, without
seizing the computer or the computer logs. The copied data shall be printed on paper,
which shall be recorded in writing and [the record] shall be signed by the concerned
persons.”

Article 135
Interception, wiretapping and recording of communications

“(1) The judge or, in cases where a delay would be detrimental, the public prosecutor,
may decide to ... wiretap or record the telecommunications or evaluate the signal
information of a suspect or an accused person if, in the context of an investigation or
prosecution conducted in relation to a crime, there is strong suspic